Addressing C3: Cyber Ethics, Safety, and Security in Web 2.0
                      CyberSecurity Handout


Top Ten Security Need to Know

	· Limit personal information in email 

· Backing Up Files

· Passwords

· Know the lingo:Watch out for phishing, pharming & social engineering schemes/ recognize a hoax

· Determine if a website is secure
	· Install/enable email filter & pop up blockers

· Use/install a firewall and anti virus protection 

· Use/install Anti-spyware and how to check for spyware-malware-adware 

· Recognize risks in wireless environments 
· Review your Annual Credit Report


Know the Lingo
· Phishing

· Phishing is a popular and growing method of identity theft, typically performed either through email or through the creation of a Web site that appears to represent a legitimate company. Victims are asked to provide personal information such as passwords and credit card numbers in a reply email or at the bogus Web site. 

· Spear phishing 

· Targeting an attack to a specific group is gaining in sophistication and frequency. 

· Pharming

· A scamming practice in which malicious code is installed on a personal computer or server, misdirecting users to fraudulent Web sites without their knowledge or consent. Pharming has been called "phishing without a lure." 

· Spamming

· Sending of unsolicited bulk unsolicited e-mail and received by multiple recipients

· Solutions

· Source-based blocking solutions prevent receipt of spam

· Content filtering solutions identify spam after it’s been received

· Disposable identities  

· Spoofing

· One person or program successfully pretends to be another by falsifying data and thereby gains an illegitimate advantage

· Webpage spoofing

· A legitimate web page such as a bank's site is reproduced in "look and feel" on another server under control of the attacker. They fool users into thinking they are connected to a trusted site, to gather user names and passwords.  

· Vishing

· (Voice phISHING) Also called "VoIP phishing," SPIT (spam over Internet telephony), or sometimes known as vam -- is the voice counterpart to phishing. Instead of being directed by e-mail to a Web site, an e-mail message asks the user to make a telephone call which triggers a voice response system that asks for the user's credit card number. The initial bait can be a telephone call with a recording that instructs the user to phone an 800 number.

· In either case, because people are used to entering credit card numbers over the phone, this technique can be effective. Voice over IP (VoIP) is used for vishing because caller IDs can be spoofed, and the entire operation can be brought up and taken down in a short time, compared to a real telephone line. 

· Smishing

· The mobile phone counterpart to phishing. Instead of being directed by e-mail to a Web site, a text message is sent to the user's cellphone with some ploy to click on a link. The link causes a Trojan to be installed in the phone 

· Voice Spam

· Includes the use of Interactive Voice Response (IVR) systems in conjunction with automated telemarketing sales to repeatedly initiate call setups and fill voicemail boxes.

· Worm: a self-replicating computer program, similar to a computer virus. It is self-contained and does not need to be part of another program to propagate itself.  

· Example: Sobig and Mydoom. 

· Virus: attaches itself to, and becomes part of, another executable program;

· Macro viruses are written in Microsoft scripting languages, i.e. Word and Excel. 
· In general, a virus cannot propagate by itself whereas worms can. A worm uses a network to send copies of itself to other systems and it does so without any intervention. In general, worms harm the network and consume bandwidth, whereas viruses infect or corrupt files on a targeted computer. Viruses generally do not affect network performance, as their malicious activities are mostly confined within the target computer itself. 

· Trojan Horse: A malicious program that is disguised as legitimate software 

· These are often those attachments to email that entice you to open them

· Malware: Software designed to infiltrate or damage a computer system, without consent

· Includes computer viruses, Trojan horses, spyware and adware

· Adware

· Software package which automatically plays, displays, or downloads advertising material to a computer after the software is installed on it or while the application is being used. 

· Spyware
· designed to intercept or take partial control of a computer's operation without the informed consent of that machine's owner or legitimate user.
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· Test your password: http://www.securitystats.com/tools/password.php and http://www.microsoft.com/protect/yourself/password/checker.mspx 

· George Mason Humorous password video: http://itu.gmu.edu/security/practices/ 

· GetNetWise How to install a firewall: http://security.getnetwise.org/tools/firewall 

· Video’s on Anti-virus protection: http://www.symantec.com/norton/products/overview.jsp?pcid=mp&pvid=nis2008 and http://security.getnetwise.org/tools/search 

· How to utilize anti-spamware protection: http://www.ftc.gov/bcp/conline/edcams/spam/consumer.htm 
· How to utilize e-mail filters: http://security.getnetwise.org/tools/filters 

· Annual Credit Report: annualcreditreport.com 
· Nobel, C. (2008). How to use hotspots safely. Blog at: http://bmighty.com/security/showArticle.jhtml?articleID=201801882 
· NCSA StaySafeOnline: http://staysafeonline.org/basics/quiz.html 

· James Mason's Computer Security Awareness tutorial page: http://www.jmu.edu/computing/security/ 
· George Mason University's IT Security Quiz:  http://itu.gmu.edu/security/quiz/ 

· Carnegie Mellon's Home Computer Security tutorial site:  http://www.cert.org/homeusers/HomeComputerSecurity/ 
· Microsoft Spyware Quiz, Part 1 and Part 2: http://www.microsoft.com/nz/athome/security/quiz/default.msp
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· Humorous video on Passwords at George Mason’s Security Website: http://itu.gmu.edu/security/practices/. 

· The University of Arizona’s Security Awareness Posters: http://security.arizona.edu/posters and the University of Michigan’s posters (my favorite): http://www.itd.umich.edu/posters/  

· CyberWATCH Regional Center http://www.cyberwatchcenter.org/index.htm
· Educational Technology Policy Research and Outreach (ETPRO): http://www.edtechpolicy.org/ 
· C3 conference 

· 2007: http://www.edtechpolicy.org/C32007/
· 2008: http://www.edtechpolicy.org/C32008/ 

· C3 Institute

· http://www.edtechpolicy.org/C3Institute/index.html 
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